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ABSTRACT

This article investigates elements of the internet considered harmful by young people, with an emphasis on attitudes and
content related to politics. To this end, it presents the results of a content analysis of semi-structured interviews with students
from public schools in Aracaju-SE and Macei6-AL. A significant number of adolescents negatively mentioned issues related
to political engagement on social media, particularly what they referred to as «toxic activism,» a category discussed in light
of the contemporary debate on identity politics. This study contributes to the reflection on adolescent political engagement and
proposes guidelines for education aimed at the safe and civic use of online platforms.
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Introduction

In the early 21st century, social media platforms became a transformative force in adolescents> lives,
significantly influencing their modes of self-expression and interaction. As noted by Turkle (2011), social media
provides spaces for constructing identities and social connections, evolving— from Orkut>s early days to the
widespread use of Instagram, TikTok, and Discord— into an extension of adolescents> daily lives.

However, social media has also exposed adolescents to behaviors considered toxic and negative, potentially
impacting their mental health and well-being (TWENGE, 2017). Enhancing adolescents> media literacy for risk
prevention is crucial to help them navigate information and communication technology environments safely.

In this context, identity-focused agendas have gained prominence in discussions about inclusion, diversity,
equality, and social justice, particularly on social media. These agendas address issues of race, gender, sexual
orientation, religion, disability, and other identity facets, while conservative perspectives also find space for
mobilization and visibility on these platforms.

Nevertheless, the discourse on social media is often marked by polarization, intolerance, and aggression,
leading to dynamics some adolescents describe as «cancellation,» «beefing,» or «slaying,» which can deter their
engagement in these discussions (LIVINGSTONE, 2017). The polarized nature of identity discussions can foster
hate speech, intolerance, and harassment, creating a toxic environment on social media (MUNN, 2020).

This study investigates adolescents» perceptions of such behaviors, specifically those termed «toxic activism.»
Through a content analysis of forty semi-structured interviews with public high school students in Alagoas and
Sergipe, the study explores their views on toxic behaviors, whether experienced directly or observed in others.

We examine the empirical findings through theoretical frameworks from Media Literacy (SCOLARI,
2018; LIVINGSTONE, 2011), Psychology (SULER, 2003), Political Science and Communication (MOUNK, 2023;
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LILLA, 2018; HABERMAS, 2023; GOMES, 2022; BOSCO, 2022; MISKOLCI, 2021). Results reveal a tendency
among adolescents to withdraw from online debates associated with identity movements. These findings contribute
to a broader research project' aimed at mapping transmedia competencies within the informal learning contexts of
Brazilian youth.

On the Meanings of Online Toxic Behavior

Efforts to define online toxic behavior must acknowledge it as a complex, evolving phenomenon that varies
depending on the platform, interaction situation, and social context. Platforms such as X and Reddit are often
classified as more toxic, a characterization supported by both the literature (MASSANARI, 2016; MUNN, 2020) and
the empirical findings of this research. Despite their playful nature, online games are frequently identified as spaces
where behaviors such as cheating, griefing?, and rage® emerge (KORDYAKA et al., 2020; KWAK et al., 2015).
Events such as elections or crises encourage behaviors like the spread of fake news, intolerance, and hate speech
(LEVITSKY; ZIBLATT, 2018; BENNETT; LIVINGSTON, 2020; CESARINO, 2019).

This phenomenon has diffuse boundaries, as overlapping behaviors are often observed. For example, critical
comments about the appearance of users posting photos on social media may be interpreted as trolling when made by
friends within certain discursive limits, but as offense or hate speech when containing discriminatory expressions.
Despite the variety of terms and semantic ambiguities, conceptual distinctions are essential for analyzing specific
incidents and understanding the phenomenon holistically to address it effectively. In line with Porter (2019, p. XIX):

First, we have to differentiate—distinguish the merely annoying but relatively harmless trolling,
easily ignored, from more serious and systemic forms, such as group bullying, coordinated and
sustained attacks, or organized efforts to promulgate fake news. [...] For many of these acts, the
verb troll is too mild, too benevolent. Attack is more accurate.

It is essential to distinguish between toxic behavior—such as cheating, trolling, spamming, and griefing—
and criminal behavior, such as harassment, doxxing, image appropriation, account hacking/theft, defamation,
blackmail, and hate speech. Concrete situations are not always clear-cut, and what begins as playful may escalate
into more serious issues, particularly for young people, whose ethical development and competencies in assessing
risks and harms online are still in progress.

Due to its inherent characteristics, online communication tends to be more toxic and aggressive than face-
to-face interactions (LAPIDOT-LEFLER; BARAK, 2012; WACHS; WRIGHT, 2018). Suler (2004) posits that this
discrepancy arises from the «online toxic disinhibition effect,» which can lead individuals to be «rude, critical,
angry, hateful, and threatening, or to visit spaces of perversion, crime, and violence—territories they would never
explore in the aeal world» (SULER, 2004, p. 321). The author argues that such behaviors stem from anonymity and
the absence of physical presence, suggesting that «some people view their online life as a kind of game with rules
and norms that do not apply to everyday life» (SULER, 2004, p. 322).

While acknowledging the importance of fostering social-interactional skills grounded in principles and
values, this perspective highlights that the specificity of online interactions requires a distinct ethical framework to
guide socially acceptable behaviors. Thus, an effective media education program oriented toward ethics must take
these particularities into account.

Digital Ethics and Education for Responsible Network Use

With an understanding of toxic online behaviors established, it is pertinent to discuss literacy concepts,
focusing on their role in developing ethical awareness for online life. Following Scolari (2016), this approach
recognizes that young people informally acquire skills and competencies to deal with digital challenges. Unlike
traditional media education, which assumes that young people need to be taught to critically interpret media content
- a top-down approach - the notion of transmedia literacy reverses this relationship, acknowledging pre-existing
knowledge and skills independent of any formal media education program. It is believed that only by engaging

1 Transmedia Literacy, Communication Practices and Brazilian Realities, an investigation carried out by the Research Network on Media
Narratives and Social Practices, which involves the Federal University of Sergipe, the Federal University of Alagoas, the Federal University
of Bahia, the University of Brasilia and the State University of Goias.

2 A typical practice in online games, which consists of deliberately disrupting a match.

3 Expressions of anger over performance in online games that may include offenses against other players.
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with young people’s realities can effective educational strategies be developed, taking into account the participatory,
decentralized, transmedia culture in which they are immersed.

This does not imply an absence of gaps or disparities in the development of media competencies, particularly
in recognizing, assessing, reflecting on, and responding to ethical and safety dilemmas online. Scolari et al. (2018)
conclude that competencies in content production and curation are more advanced than those related to ideology,
ethics, and risk prevention, which are essential for safe and healthy online engagement.

The development of these capabilities is inseparable from the sociotechnical context in which young people
live. Competencies emerge from daily demands but are also «socially regulated, encompassing what is valued as
normative and what is disapproved of or seen as transgressive» (LIVINGSTONE, 2011, p. 21). Thus, learning in an
insecure and toxic internet environment may lead young people either to recognize and protect themselves, or to
normalize, disregard, or even participate in unethical or violent situations.

Methodology

Our findings are part of a broader, ongoing project titled «Transmedia Literacy, Communicational Practices,
and Brazilian Realities»*, conducted by the Research Network on Media Narratives and Social Practices. During the
field research, conducted thus far with high school students from public schools in Sergipe and Alagoas®, various
data collection instruments were used. A total of 242 questionnaires were distributed to gather sociodemographic
information and understand adolescents’ media usage. We conducted four workshops - two on Participatory Culture
and two on Gaming - aimed at observing how young people engage with digital media. Forty semi-structured
interviews were also conducted, covering topics such as social media use, video games, and content creation®. This
article utilizes only the interview data, as this instrument allowed students to more freely express their concerns and
dissatisfaction with online experiences.

We systematically organized the data using software and categorized through content analysis (BARDIN,
2012). Responses to the question “What bothers you on the internet?” were analyzed inductively, with in-depth
exploration of themes based on respondents> answers. We identified patterns and built categories from the data under
analysis’ (AMADO, 2018)

Results

After organizing the dataset about what adolescents consider toxic, negative, or bothersome online, the
mentions were categorized based on behavior types. Then we grouped data into four categories. Table 1 provides a
summary of the behaviors mentioned within each category.

TABLE 1 - Macro categories of toxic behaviors on the internet.

Cancel culture

Irresponsible comments

Sending adult content

POLITICAL ISSUES HATE SPEECH SECURITY AND PRIVACY |GAMES

Fake news Negative comments about your | Fake profiles Trolling / Belittling
content

Activism Negative comments about third- | Strangers asking to follow Gamers who don’t help / Exclude
party content beginners

Slaying Bullying Strangers sending messages Insults / Name-calling

Griefing

Beefing Criticisms / Judgments Image exposure by thrd parties
Toxicity on X (formerly Twitter) | Stalking
and on Reddit

Comparisons with other people

Source: authors.

4 This study was conducted with financial support from the National Council for Scientific and Technological Development — Brazil
(CNPq), through the CNPq/MCTI/FNDCT Call No. 18/2021 - Track A - Emerging Groups; and from the Foundation for Research Support
and Technological Innovation of the State of Sergipe, through the FAPITEC/SE/SEDUC/02/2020 Call.

5 Bardo de Maua State School (Aracaju, 2022), and Princesa Isabel State School (Macei6, 2023).

6 Politics, activism, and toxic behaviors online:

a perspective from young people in Sergipe and Alagoas The project follows ethical guidelines and was approved by the Research Ethics
Committee in July 2021, with registration number 50091721.9.0000.5540.

7 All supporting data for the results of this study has been made available in the Institutional Repository of the Federal University of Sergipe
and can be accessed at https://ri.ufs.br/handle/riufs/19883
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This article focuses specifically on issues related to politics. Within this category, two sets of reports stand
out regarding what bothers adolescents: one involving behaviors they associate with «activism,» including cancel
culture, “beefing,” and “slaying”; and another relating to the spread of fake news.

It is notable that the first set of data is more prevalent, with eleven mentions, while fake news were cited
only three times. While acknowledging the results that few young people mention fake news as a concern, the
analysis prioritizes data related to «toxic activism.» This focus is justified not only by its prevalence but also because
it represents a specific phenomenon that has been minimally explored in previous empirical research, whereas
misinformation has been widely studied. Finally, it is worth noting that there were no mentions of political discussion
as something positive or of interest to the respondents.

Toxic activism

Although this analysis is not intended to be statistically representative, it is noteworthy that more than
a quarter of the respondents identify <activism» as an element of toxicity on platforms, particularly on the social
media platform X, a point previously highlighted by Papacharissi (2015) and Jakob et al. (2023). What adolescents
perceive as activism is primarily the practice of users who employ digital media to advocate for ideological values
linked to minorities, referencing practices such as cancel culture (NORRIS, 2023) and call-out culture (ROSS, 2019).
There are also references to activism related to conservative agendas. In both cases, the youths perceive militants as
acting in an aggressive, intolerant, and/or disproportionate manner, with the intent to exclude people from the debate
(cancellation) and/or to garner attention for themselves (slaying).

Like, there’s a lot of toxic people on Twitter. People who want approval from others by stating
the obvious. Like, people who say «Oh, I'm against homophobia because it’s wrong, because it
shouldn’t happen,> but that’s obvious—it’s wrong, it shouldn’t happen. They say it just to get
approval from others. They want likes... what really drives the internet is the like. (Interviewee
18, male, Alagoas).

Some young people associate activism with a culture that promotes moralizing surveillance and
unproductive problematization (OTT, 2017), which, at its extreme, is a disincentive to political participation online.
One respondent, who mentions having been involved in this kind of behavior, explains that they no longer see any
value in participating in online debates.

I’ve done a lot of activism, beefing... I learned after a while that it doesn’t matter if you share your
opinion online, people will always find a way to make it a problem. So, it doesn’t really matter
what people think of me, they don’t know me personally.

(Interviewee 08, male, Alagoas)

Although it is a native terminology, Carreiro and colleagues (2020) make an effort to conceptualize the
category «beefing,> linking it to the notion of controversy, in which «actors who do not necessarily belong to the formal
political ecosystem, but who interact with it in episodes that gain prominence through disagreements and mutual
provocations” participate (CARREIRO; CHAGAS; MAGALHAES; JING, 2020, p. 69). The testimonies collected
in our research suggest that, in the perception of young people, these disagreements tend to be unproductive or futile.

Others assess that the actions of online activists are disproportionate and unjust. One of the interviewees
provided an example with the case of a YouTuber who produced videos about the game Hogwarts Legacy and began
to be targeted with insults following the transphobic statements made by the books> author, J.K. Rowling. Due to
the cancel culture campaign, which included xenophaobic attacks, the influencer ended up deleting her channel. A
young gamer recounted the case of a battle game featuring among the characters basketball player LeBron James and
Velma (from Scooby-Doo), where the latter has the ability to call a police car to take the opponent out of the match.

But the Twitter activism went crazy when they realized a white character was calling the police
to arrest a Black person, to the point where the developers changed the game. I don’t think that’s
racism, it’s an exaggeration, people are just trying to slay. (Interviewee 7, male, Sergipe)

As a native category, “slaying» can be understood as a discursive strategy primarily aimed at garnering

social capital for its authors, within the logic of the attention economy that characterizes digital social networks,
rather than contributing to the debate or even to the cause being defended. According to Miguel and Fontenelle (2023,
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n.p.), “these are contents that require little from an audience already predisposed favorably, generate immediate
engagement, and convey the idea that there is nothing more to debate on that subject”.

Another adolescent mentions that some individuals may make exaggerated judgments based on mistakes
made in the past, particularly by public figures.

Like, «oh, on Twitter they want to cancel everyone.> It could be some super famous guy, and he
made a little mistake a few years ago, then out of nowhere Twitter digs it up and wants to cancel
him, wants to ruin his life. Like, it’s horrible, it’s annoying, it’s toxic, it’s terrible (Interviewee 5,
male, Alagoas)

What young people describe are networked publics driven by a flow of affects (PAPACHARISSI, 2015),
guided by an identity politics that operates within a narrow normative framework and finds fertile ground for its action
strategies on digital platforms, whose characteristics do not favor careful reflection or civilized deliberation. Referring
to the impact of the legal dispute between Johnny Depp and Amber Heard on the internet, one of the informants
labels such practices as «drama,> describing it as something that makes the network more toxic - consistent with what
Lewis and Christin (2022) term «platform drama”, when analyzing practices of holding celebrities accountable that
unfold on YouTube.

The cases described mostly refer to progressive agendas, but conservative activism is also classified as toxic.
One informant provided an example of a case in which a teenager was being insulted for having had an abortion,
demonstrating critical competence to realize that the discussion had become polarized and could affect others,
including a peer who, according to her account, had also had an abortion and was deeply disturbed by the debate.

The legalization of abortion isn’t about whether someone gets an abortion or not, it’s about safety
when having an abortion. I'm not gonna say I'm for or against it, but we need to look at the social
and political side, which is about safety, you know? [...] So when you say something like, «oh, you
didn’t use a condom, you're trying to kill a life,» we’re forgetting something important and just
pointing fingers, and that’s wrong, right? [...] So it’s not just because everyone’s posting it that it’s
the right thing to post, you know? Just because everyone’s saying it doesn’t mean it’s the right
thing to say.(Interviewee 05, female, Sergipe)

Finally, activism is associated with attitudes of intolerance and aggression:

I express my opinion, but I don’t attack. I try not to say things that might offend others, you know?
For example, I'm Christian, and I was taught that LGBTQIA+ isn’t right, and I don’t agree with
that, I don’t want it for myself. But just because of that, I'm not gonna go on social media attacking
people saying it’s wrong. I don’t support it, but I do respect it. (Interviewee 14, male, Alagoas)

In this case, the young person presents a clear ideological stance, asserting that they do not use this position
to judge or attack others» actions, demonstrating ethical competence and civil skills. At the same time, they express
discomfort with the «division> of opinions on the network, referring to the ideological polarization that characterizes
online public debates, which frequently take a binary form (us vs. them, good vs. evil).

The perceptions of these adolescents align with what Mounk (2023) observes, who conceptualizes «identity
synthesis” as a political and intellectual movement emerging in the 2010s, primarily concerned with the role of
identity categories such as race, gender, and sexual orientation. According to the author, although its adherents fight
against real injustices, the effects of their actions have been counterproductive, as they encourage disintegration and
hatred of the «other.» By «putting ethnic or cultural identities on a pedestal, they encourage their supporters to value
their group above the rights of others or universal human solidarity claims” (MOUNK, 2023, n.p.).

Bosco argues that digital networks, imbued by a logic of tribalization and identity radicalization, makes the
public debate to lose as its «primary directive the pursuit of the most accurate interpretation of reality, regardless of
who it may hurt, but rather sectarian automatism, laziness that avoids scrutiny, or the attack on a predefined political,
ideological, or partisan adversary» (BOSCO, 2022, p. 49).

In an effort to characterize contemporary identity politics, Gomes (2022) argues that «permanent bellicosity”
is one of the premises of these movements and that friction, tension, and stirred-up conflict are fundamental to their
nature. The author contends that digital networks are the battlefield of those who «were supposed to be communities
of moral superiority for oppressed groups, but have become, in recent decades, communities of hate and punishment
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for oppressive groups” (GOMES, 2022, p. 82), adopting lynching tactics as a means to practice the «authorized
exercise of hate” (Ibid., p. 87).

Quantitative data from the Intelligence in Research and Strategic Consulting Institute (IPEC) support the
findings presented. A 2021 survey showed that 83% of Brazilian youth consider political discussions on networks
to be aggressive and intolerant. Due to fear of being canceled, 59% refrain from participating in such conversations
online. In contrast, the 2022 TIC Domicilios survey indicated that, among individuals aged 16 to 24, 97.9% claim to
use the internet (almost) every day. Young people are online but do not see it as a space for debating political issues
or social agendas.

The reports suggest that some young people identify this type of activism as a set of inappropriate and even
unethical behaviors, making the digital environment more hostile. As a strategy for self-protection, they claim to
avoid such situations, which signals two important consequences - one for the adolescents themselves and another
for society at large.

As described by Noelle-Neumann (1977), regarding the spiral of silence theory, young people tend to
alienate themselves from the debate in a process of self-censorship, for fear of being attacked or entering into conflict
with others. As a result, they miss out on the potential of the digital environment to develop ethical competencies
and deliberative skills fundamental for citizenship, such as expressing opinions with clarity and civility, evaluating
arguments, and revising or reaffirming their position based on exposure to opposing ideas and participation in the
public sphere.

Once self-excluded, these young people tend to disengage from political life, either because they consider
the debate toxic and harmful or because they have not developed the necessary skills to participate politically. This
results in a segment of society that tends to distrust the political system, which, in the long term, contributes to the
weakening of democracy (RUNCIMAN, 2018; PRZEWORSKI, 2018). Lilla (2018) highlights how the U.S. left has
failed to counter the rise of the radical right, in part, by abandoning a citizenship project focused on the pursuit of the
common good and becoming lost in identity politics. The author argues that social media plays a role in this process
by encouraging people to close themselves off in their identities.

Itis a fact that individuals from minority groups face silencing through hate campaigns, and this phenomenon
is perceived by the interviewees as equally problematic. However, it is worth considering whether the resistance
tactics against inequalities adopted by some social movements online truly achieve effectiveness in terms of social
justice, or if their main effect is to segregate users into increasingly insular tribes and alienate allies for causes whose
struggles implicate society as a whole. As one interviewee stated:

Because nowadays you can’t have a different opinion from others. For them, equality is basically
about separating someone by their color, their race, their sexuality, and by who they’re not.
(Interviewee 8, male, Alagoas)

In this regard, Miskolci (2021) offers an analysis of this context in Brazil, considering the emergence
of «moral entrepreneurship» movements, such as, on the one hand, activists against «gender ideology,» and, on
the other, the «entrepreneurs of self in identity politics» (p. 27), operating on digital social networks, which have
transformed into a «market of recognition in the technical-mediated public sphere» (p. 73). This represents «an
essentialist politics grounded in identity, an authoritarian simulacrum of difference, and a questionable expression of
legitimate demands for recognition and equality» (MISKOLCI, 2021, p. 72).

This trend toward differentiation based on identities is also present in the more recent reflection of Habermas
(2023), who points to the formation of «semi-public spheres,» which emerge and proliferate from user interactions
within platforms, but with implications that extend beyond their boundaries.

To the extent that this leads to the formation of self-sustaining echo chambers, these bubbles share
with the classical form of publicness their porousness to further networking; at the same time,
however, they differ from the fundamentally inclusive character of the public sphere — and from
the corresponding contrast to the private — in their resistance to dissonant and their assimilating
inclusion of consonant voices into their own limited, identity-preserving horizon of supposed, yet
professionally unfiltered, ‘knowledge> (HABERMAS, 2023, p. 83).

Habermas is particularly concerned with the phenomenon of the «post-truth democracy,» characterized by

the degeneration of the public sphere once mediated by professional journalism, the crisis of trust regarding the press
and the political system, and the spread of fake news in a deregulated informational environment driven by economic
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interests. The fragmentation of the public sphere described by the author is exemplified, however, in the discomforts
expressed by the interviewees based on their experiences with “communication circuits that dogmatically seal
themselves off from each other” (HABERMAS, 2023, p. 62).

Paths for Citizen Education

In light of the discussions achieved, it is important to point out potential strategies for the development
of ethical competencies for online political life. With regard to discussions on identity issues and activism, young
people generally consider them aggressive and unproductive, even when they acknowledge adopting such practices
themselves. Hasty judgments, offenses, attacks, and the search for approval are evaluated as toxic behaviors,
indicating a perception of online public debate as an environment permeated by irrationality and conflict.

While the activism portrayed by the young people uses social media to adopt accountability tactics - such as
call-outs, exposure, and cancel culture - reflecting on these practices may serve as a productive strategy to encourage
adolescents to consider their own actions. Pointing out injustices and demanding accountability, especially from public
figures and political agents, is a legitimate practice. However, those who engage in such actions also have duties of
civility, meaning that offenses to honor, harassment, and the exposure of personal information are unacceptable, even
with the justification of fighting inequities. If approached pedagogically, such situations can be useful in stimulating
adolescents to reflect on their civil responsibility regarding their own discourse and actions online.

Despite the playful nature of experiences on the internet, a media education program oriented toward ethics
must include strategies that encourage young people to associate online and offline behaviors, especially given that,
in the context of hyperconnectivity, this division makes little sense. It is necessary to construct a sense of freedom of
expression that incorporates values of responsibility toward others and respect for democratic principles.

Additionally, the speed that characterizes social networks is not conducive to delayed judgment, a critical
skill indispensable for civic engagement. Debates online should not reflect “an “idealistic conception of the democratic
process as something like a convivial university seminar” (HABERMAS, 2023, p. 31), but rather strive for the
willingness to «learn from one another through mutual critique» (ibid.), rather than encouraging entrenchment in
beliefs and values of any nature.

Furthermore, one must consider the importance of emotions in generating engagement, which is necessary
for participation in public debate online. Scholars who have dedicated themselves to understand youth political
participation have advocated for a perspective that includes conflict and emotions as elements in the process of
political education aimed at developing deliberative capacities. Lo (2017) proposes a model based on agonistic
democracy (MOUFFE, 2006) that seeks to direct conflict not necessarily toward the search for consensus or
compromise solutions, but toward productive forms of negotiation and political action. Keegan (2021) suggests a
«critical affective literacy,» oriented toward improving emotional identification and modulation skills in situations of
conflict, as a means of addressing other necessary competencies for participating in public debate, beyond traditional
criteria of equality, civility, and reasonableness. A study conducted with U.S. youth showed that participants «desire
calm and civilized discourse but admit to getting bored with discussions that lack passion» (PEACOCK; LEAVITT,
2016, p. 8), which highlights the need to consider the affective and contentious dimensions of these experiences.

It is, therefore, not a matter of advocating for an education model that seeks to form ascetic individuals,
devoid of any emotional investment in political life, but rather of mediating emotions based on ethical criteria. The
goal is to develop socio-emotional competencies that foster the recognition of otherness, such as empathy, tolerance,
collaboration, and solidarity, particularly in a sociocultural context that emphasizes competition and individualism,
and in a polarized political environment that encourages sectarianism. If engaging with difference is already a costly
- but necessary - exercise in face-to-face interactions, education for online ethics requires a radical defense of civility,
even in the possibility of anonymity, despite the physical distance that separates individuals, even in situations of
hostility

Conclusion

This article analyzed aspects of the internet considered toxic by adolescents, focusing on behaviors and
content related to politics, and yielding results that point to spontaneous mentions of topics related to online activism.
The results, however, may be influenced by the sample>s composition in terms of location, as well as gender,
ethnic, cultural, and socioeconomic background. A more diverse sample, considering other contexts, could provide
additional results. Future studies may explore whether exposure to these toxic contents affects young people>s
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political attitudes and whether it impacts civic participation and political opinions. It should be noted that the data
collection method - semi-structured interviews - carries some risk of bias and is limited to the participants> accounts.

Although this research is concerned with understanding how young people perceive and deal with toxic
behaviors, the platform companies play a crucial role in creating a healthier and more democratic digital environment.
Various authors have critiqued the role of technology companies in the context of a platformized society (POELL ET
AL., 2020; ZUBOFF, 2020; MOROZOYV, 2018). The reflection presented in this article is based on the premise that
any effort to provide media education for ethical use of the internet becomes a futile endeavor if the environments in
which young people are immersed are not designed to foster civility.

The discussion of the limits and potential harms of identity politics to the struggle for recognition and rights
is not settled and is present in the broader public debate. Campos (2024) has argued that criticism of identity politics
exaggerates by comparing left-wing and right-wing identity politics, as a feminist or racial hegemony is far from
being established, while the recent political history of the country clearly demonstrates the power of the far-right not
only to impose itself symbolically but also to occupy institutional spaces.

Finally, aware that toxic activism and other harmful behaviors affecting young people online are multifactorial,
it is necessary to avoid falling into «educational solutionism» (MCDOUGALL et al., 2019), understanding that
the issue has social, political, cultural, and economic dimensions. However, it is argued that, especially when it
comes to individuals in formation, investigating strategies to mitigate risks in online experiences and promoting
media education interventions aimed at ethics and citizenship are key pillars in an agenda oriented toward a more
democratic, just, and humane internet.
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